Frequently Asked Questions
What do I have to tell people when I collect their information?
Under GDPR there is now a fair amount of information that needs to be provided at the point of data
capture in the spirit of transparency, which is detailed in our Privacy Notices Factsheet.
You have to ensure you are explaining clearly and fully exactly what is going to happen with their
personal data, and why you process it. This means what you will do with their data, where will it be
stored, when you will delete it.
You also have to tell them what rights they have in regards to their own personal data, which are:
 the right to access the data you hold on them;
 the right to correct any incorrect details;
 the right to have their personal data deleted (subject to exemptions);
 the right to have that data shared with another party in an electronic format (‘data portability’);
 the right to withdraw their consent to processing, where the legal basis for that processing is
consent;
 and the right to complain to the ICO.
Data subjects also have the right to object to certain kinds of processing at any time, including direct
marketing, without this objection having a detrimental effect on any other service provided or their
relationship otherwise with the club or the FA.
You will also need to explain that you, the club, are the controller of their personal data, responsible
for its lawful processing. You also need to set out what that lawful basis for each processing activity is,
and explain which third parties you share their information with, if any.
For example, you should be telling them if you use Whole Game System, or upload their data onto
your club’s website, or even that you store it on a club database.
You also need to explain that if they don’t provide their details, you might not be able to process their
registration to the club.
What are the legal bases on which clubs process personal data and special categories of
personal data (i.e. health records)?


For any individuals and players registering with a club and the FA, then the legal basis for
processing this data will be necessary for the performance of a contract, for the administration of
their registration, and membership to the FA. If they are signing up to play, then to enable the
arrangement of games, it is likely you will need their contact details to fulfil your part of the
agreement, as the organisers.



For any emails about events or match updates you need to send, you will have the legitimate
interest of keeping the members and players informed, which you will need to explain in your
Privacy Notice.



For any staff personal data, your legal basis is necessary for the performance of a contract, for
administering their pay, other employment obligations. For volunteers, the legal basis for
processing their contact information is also for performance of a contract.



Any marketing emails you should have an active consent from each data subject you send
marketing to. This includes passing details to third party marketers – you can only do this if you
have active consent from each individual. (And if this consent is withdrawn, marketing must
cease.)



For any health records you need to hold, which are a special category of personal data under
GDPR, you will need to explain why you hold this on file, whether for safeguarding or health and
safety purposes, for example, and you will need to get the individual’s explicit consent to do so.
This consent will need to be recorded, possibly at the top of any health information form, amongst
the fair processing information.
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If you have any types of data for any other purposes, then you will need to assess why you have this
data. If you don’t have a valid reason for processing it, then you should think about deleting it. Full
guidance on lawful bases is on the ICO website.
How long should I keep information for?
The official guidance is that data should be stored for as long as necessary for the processing. This
means that once a player leaves the club or otherwise ends his membership with the FA, then
personal data collected for the purposes of notifying them of matches or team news should be
deleted.
You should have a clear, and it can be very simple, retention policy that staff or volunteers who deal
with personal data are aware of. The guidance does not specify exactly how long this should be, but it
should be reasonable and proportionate.
There are exceptions to this to be aware of.
If any investigations are pending, then you may have a legitimate interest to store it for longer until
this is complete.
Staff payment data is generally kept for seven years for tax reasons.
Some bits of data may need to be kept for longer. For example, written contracts may need to be
stored for a certain amount of years after the contract ends, so while you may have one copy of a
player’s contract filed in a secure location, there is no reason to keep this contact information
elsewhere, i.e. on a database.
Insurers may also impose certain document retention periods, so you should check any existing or
potential policies for this when determining you retention procedures.
What about the information I put on Whole Game System – what do I need to tell individuals
about that?
As part of your fair processing or privacy notice at the point you collect the data, you should tell the
individuals you will be entering their data into Whole Game System, and that this means you will be
sharing it with the County FA and league. You should tell them why you’re doing this. If this is not
strictly necessary for their registration then they can object to you doing this. You should also point
them to the privacy policy for Whole Game System. You should advise players that their data will still
remain on Whole Game System and it is their responsibility to contact the County FA for further
information or deletion. Clubs cannot delete this data on behalf of the individual.
What sort of security do we need to have?
The security processes need to be appropriate to your organisation. That means if you have paper
records, they should be kept in a locked cabinet in a secure building, and only authorised staff or
volunteers should have access. If you do keep personal data on a computer, the computer needs to
be password protected, and ideally the data files themselves. This can be something as simple as
having a password on an Excel spreadsheet. Again, only authorised (and appropriate) staff or
volunteers should know what this password is. If you are processing data via a cloud hosting memory
service, or on the internet, then you need to have good quality and routinely updated anti-virus and
security software.
Authorised staff and volunteers with access to personal data should also be aware of their duty to
keep this information confidential, and you should train these staff and volunteers to be aware that
wherever they are collecting or processing personal data they must be taking care to keep it secure
and confidential.
How do I find out if any of the information we have is stored overseas?
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This may only be relevant when thinking about the email, internet and website providers you use. You
should look into the terms and conditions you have with the likes of Microsoft, Google or Apple to find
out where they are storing or sending your data.
We use Microsoft outlook for our emails – can we still do that?
Yes. Microsoft outlook as your email provider are processors of some of your organisation’s personal
data, and you may also share player personal data via this platform. The GDPR does state that data
controllers (the clubs) must have written contracts with their processors. When you purchase a
Microsoft product, their standard terms and conditions form part of this written contract (even though
you may never have actually read them!) and they will have updated these terms and conditions to
ensure their data processing clause is GDPR compliant.
If you are using another organisation or individual’s Microsoft subscription then you should fix this so
that the club has their own purchase agreement with Microsoft.
Can I still post match information on the website?
You should be careful what information you post on a publically accessible platform. Information that
does not include personal data is fine, but players’ and referees’ names, strip numbers or contact
information shouldn’t be being posted publically without the players’ or referees’ consent. You could
consider posting this information behind a secure, login only members’ area, but you would still need
to carefully consider what data you were sharing there and why. You can only post publically anything
about children with the written consent of parent/guardian.
What do we do if there is a personal data breach?
Personal data breaches do happen, and it doesn’t automatically mean you’ll be in trouble with the
ICO. You do have to tell the ICO within 72 hours of someone in the club first becoming aware of the
breach, if the breach concerns a large amount of data, or is likely to cause harm or distress to the
data subjects affected. If in doubt, get legal advice or call the ICO directly.
All staff and volunteers should be trained on what a data breach in your club might look like (for
example a cyber attack, or a list of names and addresses being left in a public place) and know when
and who to report it to.
Can I share members’ contact information with volunteers?
Anyone who is processing personal data should be committed to an obligation of confidentiality and
should be given a copy of your data protection policy. This means you can share data with volunteers,
so long as they are aware of their responsibility to keep any data they access confidential; they use it
only for the purpose they’re given it; and, they follow procedures to keep it secure, and delete it when
they cease to be a volunteer with you.
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