




Even though it states that it is 
from FEDEX Tracking the 
actual email address has 
nothing to do with FedEx, so 
always double check the 
email source. 

If you haven’t ordered 
anything, then question why 
you would be receiving a 
order tracking email. 

When you hover over this link you should see a yellow box 
indicating which web address you are going to. Make sure 
this corresponds with the blue underlined address. 

No corporation branding can 
sometimes be a sign that the 
email is not legitimate. 



This is more tricky as it is 
coming from an FA account, if 
you do not deal with this 
person on a regular basis 
then perhaps question it. 

Clearly this is not a real subject title and therefore should make 
you question how legitimate the email is. 

From past experience emails with links in them do not look like 
this. They will normally just be one web address, but as you can 
see this has < and > placed in between. Also if you haven't heard 
of the website that you are being pushed towards the maybe do 
a bit of research before clicking the link. 

This email has a different 
signature to who you received 
the email from. Again this 
should be a red flag. 



The fact that the email is in French should immediately raise 
your suspicions. 

The technology team never 
refer to themselves as ICT when 
communicating with the 
business, so we wouldn’t use 
that terminology. 

We also do not run a IT 
Newsletter here at the FA and if 
we do launch one you would 
hear about it, rather than just 
getting it in a sentence on an 
email. 

If the person contacting you 
does not work in the 
technology sector then they 
wouldn’t be contacting you 
with information relating to 
it. 



There are tools that will put this sort of statement onto emails, 
but they will not make it so obvious and it will not likely be the 
first thing on the email. 

From past experience emails with links in them do not look like 
this. They will normally just be one web address, but as you can 
see this has < and > placed in between. Also if you haven't heard 
of the website that you are being pushed towards the maybe do 
a bit of research before clicking the link. 

If you notice this sentence 
starts with talking about 
Microsoft and points you 
towards their privacy 
statements. Neither website is 
a Microsoft address so should 
not be trusted. 



If there would be no need for you to communicate with 
someone from this company then wonder why you are being 
contacted by them. 

Termination of an account is quite a 
serious situation, so anything that is this 
important would always come from IT 
Support. 

This email actually looks unfinished 
and seems to be missing the end of a 
sentence. Again if the email was this 
serious they would end it or if it was 
legitimate they would at least send 
you an email straight after with the 
rest of the information on. 


